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1. Thw dién tir:

Khi str dung thu dién tr, ban c6 thé giri va nhan cac tin nhin dién tir dén moi

ngudi trén thé gidi chi trong vong mot vai phit.

Ciing gibng nhu v6i cach giri thu thong thuong, ban ciing can dia chi khi g
e-mail, nhung thay thé bang cac dia chi thu dién tir ctia ca ngudi nhan [An nguoi

gui.

Mot mau thong tin dién tir duoc giri di dudi dang ma hoa hay thong thudng va
dugc chuyén qua mang may tinh hay Internet. N6 cho phép chuyén thong bao
hay thu tir (e-mail) tir mot may nguon dén mot hoac nhiéu may khac nhau cing

mot luc.

Ngay nay, thu dién tir cho phép chuyén tai cac dang noi dung rat phong pha nhu
hinh anh, 4m thanh, phim, va d3c biét cac phan mém thu dién tir kieu méi con c6

thé hién thi cac email dang tuong thich vai kiéu file HTML.
1.1.Trao doi thw dién tir

E-mail duoc trao d6i theo phuwong thirc gidng hét nhu cach trao di cua thu tin
thong thuong. Nhung ¢ day, nd hoat dong véi cac tin hidu dién tir thay vi gidy

va do d6 tdc d6 nhanh hon rat nhiéu.

Ban s& viét thu va chon dia chi nguoi nhan. Ban c6 thé dé dang gui cung mot
buc thu dén nhiéu nguodi, vi dy, muén maoi nhiéu nguodi dén du tiéc hoic thic
mac mot van dé ki thuat, hay ké véi cac ban ciia minh vé chuyén du lich wv...
Khi ban nhan duoc mot e-mail, ban c6 thé tra 1o nguoi gui truc tiép hay chuyén

tiép dén nhiéu nguoi,
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1.2.Uu diém va nhwoc diém cia thw dién tir
C6 ca vu diém va nhuoc diém khi st dung e-mail
Nhitng wu diém
Hé théng thu dién tir ¢ vai uu diém lon sau:

- S0 Véi thu tin truyén théng (con goi 14 snail-mail), e-mail nhanh hon rat nhiéu,
do d6 cho phép nguoi nhan tra 16i mot cach nhanh chong. Tdc do truyén thu
dién tir chi vai gidy dén vai phut va chi phi rat nho, khong dang ké so véi thu gui

qua duong buu dién;

- Thu dién tir c6 kiéu dinh dang dién tr cho phép ban dé dang sao chép,

chinh stra lai ndi dung;

- Sir dung thu dién t rat linh dong, ban cé thé nhan hodc giri thu ma
khong can & mot noi ¢b dinh. Ban c6 thé giri va nhan thu bat ¢t luc nao néu ban
c6 mdt may tinh dugc ndi véi Internet. Do d6, khdi lwong gui va nhan thu rat
lon. Cac nha cung cép dich vu e-mail ngay nay déu hd tro ngudi st dung hom

thu chtra vo1 dung lugng ngay cang lon.
Nhirng nhwoc diém
Ngoai cac wu diém ra, e-mail con c6 mdt s6 cac nhuge diém han ché sau:

- Cac nhuoc diém cta e-mail thuong xoay quanh viéc bao mat thu, khi

mot s6 ngudi cd thé mudn xem thu cua ban;

- Mot nhuge diém khac cua e-mail 13 viéc nhan cac thu rac cua céc trang
web khi ban 16 dang ky dia chi ctia minh vao mdt trang web thuong mai nao do.
Loai nay thuong gay kho chiu cho ban hon 1a gy ra nguy hiém cho may tinh
ctia ban vi chung thuong giri cho ban mot ngay vai 1oi dé nghi mua cac san

pham ma ban khong muon quan tam;
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- Thém mdt nhuge diém 13 e-mail cling 1a mdi truong van chuyén virus
méy tinh qua mang. Mt so virus chi lay lan khi ban dinh kém mot file tir may
tinh. Mot s loai virus lai co kha ning tu gui thu sir dung danh sach dia chi c6

trong phan mém guri thu.
Chu y: Ban khbng nén mo mat file dinh kem ma ban khbng biét 16 khi nhan thur

Chit y: Ban rénaip nhit thubng xuyénphin mém dist virus aia minh néu ban musn giim nguy co'lay nhém vius qua intemet
1.3.Phwong thirc hoat dong cua thw dién ti

Dé guri hoic nhan thu dién tir ban phai st dung phan mém thu dién tr. C6 hai
loai phan mém thu dién tir, d6 1a MUA (mail user agent) hay con goi la email
client, Ia mdt tng dung thu di¢n tor dugc cai dat trén tirng may tinh cua nguoi
dung, vi du nhu: Microsoft Outlook, Microsoft Outlook Express, Netscape

Communication hay Eudora.

Mot phan mém khac khong can cai dat ma né duoc cung Gng boi cac may cha
trén Internet goi 13 WebMail. Pé dung dugc phan mém nay, ban phai c6 may
tinh twong thich v6i Webmail c6 két ndi Internet, mot sé Webmail phd bién hién

nay la Yahoo.com hoac Gmail.com.

Co 2 ung dung hoat dong trén may chu thu (Mail server), d6 la MTA (Mail
Transfer Agent) ung dung guri thu gitra cac may chu va nhan thu tir may Client.
MDA (Mail Delivery Agent) 1a tng dung gui thu tir may cha dén client thuoc

domain cua no.

Khi gti thu dén mot nguoi, ban st dung MUA hozic Webmail ctia minh soan va
guri thu. Sau khi nhan niit Send, MUA hozc Webmail s& st dung giao thicc SMTP
gui thong tin té1 MTA (1) trong domain ctia minh, MTA nay s€ doc diachi nhan va
dua vao hé thong tén mién dé hoi dia chi tén mién MTA may chu s& nhan e-mail
(2), khi c6 dia chi ctiamay chunhan thu (3), may chu gui thu chuyén thong tin d¢én
MTA nhan (4). Cudicing MTA s&dé MDA chuyén thu dén dia chi may tinh nhan
(5). May tinh nhan s& str dung giao thitc POP dé nhan thu.
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Hinh 1: Phwong thirc hoat dong cua thw dién tor

1.4.Cac giao thirc sir dung cho thw dién tir

Dé van chuyén va trao d6i e-mail trén mang internet, cac giao thirc chinh duoc

str dung bao gom:
SMTP

SMTP viét tit cua Simple Mail Transfer Protocol — 1 giao thirc chuyén thu don
gian. Pay 13 mot giao thirc st dung dé van chuyén e-mail gitta cac may chi trén
duong trung chuyén dén dia chi nhan ciing nhu dé chuyén thu dién tur tir may
khach dén may cha. Hau hét cac hé thong thu dién tir giri thu qua Internet déu
dung giao thirc nay. Cac thong tin c¢6 thé dugc lay tir mot may tinh, sau d6 may

tinh nay & st dung cac giao thic POP hoic IMAP dé nhan thu.
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IMAP

IMAP viét tit cua Internet Message Access Protocol — 1a giao thirc truy nhap
thong diép Internet. Giao thirc nay cho phép truy nhap va quan Iy cac mau thong
tin vé cac may chi. Véi giao thirc nay nguoi ding e-mail c6 thé doc, tao ra, thay
d6i, hay x04 cac ngan chtra, cdc mau tin dong thoi ¢ thé tim kiém cac ndi dung

trong hop thu ma khong can phai tai cac thu vé.

Phién ban méi nhat cia IMAP 13 IMAP4 twong ty nhung c6 nhiéu chirc ning
hon giao thirc POP3. IMAP nguyén thuy duoc phat trién boi dai hoc Standford
nam 1986

POP

POP viét tit cua Post Office Protocol — 1a giao thirc buu dién. giao thirc nay
duoc dung dé truy tim cac e-mail tr mot MTA. Hau hét cac MUA déu dung dén
cac giao thac POP mic du mot s6 MTA ciing c6 thé dung giao thirc méi hon 1a
IMAP.

Hién nay c6 hai phién ban cua POP. Phién ban dau tién POP2 da tro thanh tiéu
chuan vao thap nién 80, né doi hoi phai co giao thire SMTP dé giri di cac mAu
thong tin. Phién ban m&i hon POP3 ¢6 thé dugce dung ma khong can téi SMTP.

1.5.Pia chi E-mail

Mot dia chi e-mail & ¢6 cu triic nhu sau:

Exltension P\!ame@DomainlName

Phan tén mé réng  Phan tén hép thuw Phan tén mién

Phan tén mé rong: Pay 1a phan tén dé giup nguoi doc dé dang nhan ra
ngudi giri. Tuy nhién, trong cac thu dién tir nguoi ta co thé khong can cho
tén dinh dang va Ia thu dién tir van duoc gui di diing noi. Vi du nhu ta co

thé viét dia chi duéi dang QuanTri hoic viét dudi dang
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admin@haiphong.gov.vn thi phan mém thu dién tir van giri thu dén dung

dia chi.

Phan tén hop thw: Pay 1a phan xac dinh hop thu. Thong thuong dé dé
nhd, phan nay thuong 14 tén ghép v6i ho nguoi chii hodc tén ghép voi ki tu

dic biét. Phan nay con dugc goi a phan tén dia phuong — local name.

Phén tén mién: day 1 tén mién cua noi cung cap dich vu thu dién tir. Ngay

sau phan tén hop thu bat dau bang chit @ ndi lién sau d6 1a tén mién.
2. Thuw dién tir cong vu @haiphong.gov.vn

Thu dién tir cong vu thanh phd Hai Phong c¢6 domain: mail.haiphong.gov.vn
duoc st dung trong hau hét cac don vi, co quan nha nudc trén dia ban thanh

14
A

pho.

Pé sir dung hom thu cong vu thanh phd, cac co quan, don vi thuc hién quy trinh
ding ky danh sach @& nghi cip hom thu dién tr cong vu V& Trung tAm Thong tin
— Tin hoc thudc Vian phong Uy ban nhan dan thanh phd. Trung tAm s& thuc hién
viéc cép dia chi hom thu cho timg c4 nhan theo danh sach dé nghi va gui tra dia
chi da dang ky thanh cong vé cho don vi dé thong bao cho timg c4 nhan sir dung

hom thu.

Tir thoi diém dang ky thanh cong, cac ca nhan, don vi dugc cap hom thu da co
thé sir dung hom thu cong vu thanh phd dé gui nhan thu dién thir. Co 2 phuong
thirc chinh dé truy cap va st dung hom thu dién tir 1a:

- Str dung trinh duyét Web truy cép vao dia chi: https://mail.haiphong.gov.vn;
- Str dung Phan mém giri nhan thu dién tie (Email Client).

Chii y: Giao dién web ciia hom thu dién i thanh pho chay 6t nhdt rrén trinh duyétweb: Microsoft Internet
Explorer (IE).

TRUNG TAM THONG TIN — TIN HOC, VAN PHONG UBND THANH PHO HAI PHONG


mailto:admin@haiphong.gov.vn

Tai liéu hwéng dan st dung thw dién t& cong vu thanh phd Hai Phong 10

2.1.Mé hom thu dién tir:

Sau khi truy cap dia chi web: https://mail.haiphong.gov.vn qua trinh duyét IE.

Thuc hién nhap tén truy cap (username) va mat khau (password). Trinh

duyét IE s& xuat hién giao dién chinh cta thu dién tir nhu sau:

|4 Le Anh Tuan
[ [} Hap the dén

] cubc hdi theai b3 Ngdy = M@l nhdt & Trén ciing |1info@ecapro.c0m.vn @ @ A& Thotic
LZ Thu nhap

II I IBErl: Le Anh Tuan
Il II((: Le Thuy
i Ghicha I

3 Sent I 2

| 5 Mucbs i 1

|

|

|

| v 58 Timkiém The muc I|
|

|

-

& Mucs xod
20 Théng Mudi 2014 11:25 SA

[@ Thurdc ||
3 Trash

= The
ﬁ Lich
(8] panh ba
E Tacvu

j Thu muc Ding chung

TS | e e e e ] B e e e e e o -

Vung 1: La cac thu muc (folder) chira cac loai thu dién tir cua tai khoan
dang nhap. (vd: thu dén, thu di, thu rac, thu nhap...)

Ving 2: Hién thi ndi dung thu muc dugc chon ¢ ving 1. (trong trang thai
hién thoi ving 1 dang chon thu dén-inbox, do vay ving 2 dang hién thi
danh sach thu dén)

Vung 3: Vung Reading pane s€ gitip ban xem ndi dung cua mot birc thu ma
khong can phai mé né ra. Khi md ving Reading pane, né s& hién thi bt cur
bic thu ndo dugc chon trong Inbox hoic bat ké folder nao ban dang lim

Viéc.

Vung 4: Cha chiic nang tiy bién hom thu va dang xuat khoi hom thur.
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2.2.Tao méi mot thw dién ti:

Vige tao thu dugc thyc hi€n trong mau thu méi. Mau nay giéng nhu mau
Outlook Web Access cung cap dé tra 1oi hodc chuyén tiép thu. Khi tra 101 thur,

cac thong tin mé dau (bén, Tu va Ti€u d€) da dugce dién vao.

TS T 7T T
Thu > Hip thu dén

Ifa thich Mdi - Xod - Chuyén- Bdloc- Xem -

4 Le Anh Tuan (j_l Thu ) ;r:-th-_r

. (3 Hep thu dén

. ] i Cic cudc hdi thoai bdi Mgay M&i mhat
G2 Thu nhép # PE nghi Cudc hop
(= Muc B3 gdi /| Email form GPIs4.4ETH, Alarm...
& Muc D3 xod infof@ecapro.com.vn
| Ghi chi
[H Sent
= Export
» LA Tim kiém Thu muc = P

. Le Thuy
U@ Thu rac
C@ Trash & DS cap email So Xay dung.

Pham Yan Hunn

Hinh 2: Tao mét thw méi trén OWA

Trong khi ban dang tao mét thu, ban c6 thé dat dinh dang thu 1a HTML hoac
van ban thuan tay bang cach sir dung danh sach & phia trén ctia mau thu. Néu
ban chon HTML, mot thanh cong cu dinh dang van ban sé xut hién phia trén
phan soan thao thu. Ban ¢6 thé sir dung thanh cong cu dé thay doi phong chir
cua toan bd thu hay chi cua céac phﬁn ban chon. Bén canh cac tuy chon dinh
dang mac dinh, ban c6 thé thém céc tuy chon vao thanh cong cu béng cach bim
vao Tuy chinh¥ & cudi thanh cong cu dinh dang, sau d6 chon hop kiém ké bén

tuy chon ban mudn thém.
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=] Thu Khdng dau dé - Internet Explorer - =
& https://mail.haiphong.gov.vn/owa/Tae=ltemBia= Mewft= PM.Motefcc=MTQuiydjMubyx2aS TWTiwyL ERUT UwshMCaw ﬁ|
Ghi | 0 | @ 8 ? 3 & - Tuychon. HTML w (7]
pén... |

Cc..

Chi dé:

Helvetica w0~ B I U = i= E £ . A. v

Lé Anh Tudn

Trung t&m Théng tin - Tin hoc V&n phang Uy ban nhan dan TP Hai Phdng
DT: 080.31252 DD: 090 752 52 86

& 100% -

Hinh 3: Giao dién soan thw mé&i trén OWA
Butée 1: Trong bat ky thie muc thu ndo, bam vao Méa3  hogc an Ctrl+N

Buée 2: Nhdp ngwoi nhdn mong muon vao Pén, Cc va Bec. (nhdan vio

“Pén” dé lay dia chi trong danh ba)
Buréc 3: Nhdp Tiéu de.
Butde 4: Nhdp néi dung thuw vao phan soan thdo th.

Buoc 5: Khi ban nhdp xong noi dung thu, bam vés?  “Guri”.
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Cac Tuy Chon Trén Thanh Cong Cu Thw

Bang sau ¢t ké tat ca cac tuy chon co san trén thanh cong cuy khi ban tao mot

thur.
Nut Mo ta
ewi GUi thu dén ngudinhan.
Il Luu thu vao thu muc Nhdp nhung khéng g di.
I Dinh kém mot tép vao thu. D& biét thém théng tin vé& cach dinh kém tép, xem Thém Tép
dinh kém.
G M6 S& Dia Chi dé tim t&n ngu'dinhan.
& Ki€ém tra tén nhirng ngudinhan thu trong S6 Bia Chi hodc trong thu muc Danh Ba cla
ban. D& biét thém thong tin vé cach phan giai tén, xem Thém hodc B6 Ngu'dinhan.
! bat mirc quan trong cta thu ¢ mirc Cao.
4 bat mlrc quan trong cla thu 8 mdc Thap.
B Thém chit ky vao cudithu. D& biét thém théng tin vé chir ky, xem Thém chil ky.
v Ki€m tra chinh ta trong vén ban ndidung thu. D& biét thém théng tin vé& chinh ta, xem
Ki€ém Tra Chinh Ta.
ﬂTuV chon Hién thi hdp thoai Tly Chon Thu. D& biét thém théng tin vé& cac tly chon thu, xem P&t
Tuy Chon Thu.
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2.3.X6a Thw

Pé x6a mot hay nhiéu thu khoi mot thu muc trong Outlook Web Access, chon
thu, sau d6 bam vao Xo6a X trén thanh cong cu, hodc bam chuot phai va bam

vao Xo6a trén menu. Ban ciing c¢6 thé nhin phim DEL dé xo6a thu d3 chon.
Pé x6a mot thu 3 dang mo, bam vao X6a X trén thanh cong cu.

Mic dinh, tat ca céc thu bi x6a déu duoc gui vao thu muc Muc Pa x6a. Cac thu
s& khong bi x6a vinh vién cho dén khi dugc x6a tir thuy muc Muc D3 x6a. Néu
ban muoén xo6a vinh vién thu ma khoéng giri vao thu muc Muc Da xo6a, hdy chon
thu trong danh sach thu, sau d6 nhan SHIFT+DEL trén ban phim. C6 thé cai dat
dé Outlook Web Access tu dong 1am rdng thu muc Muc D3 x6a khi ban thoat
bang cach bam vao Tuy chon trén thanh cong cu, bam vao Muc Di xo6a trong

ngin dan hudng, sau d6 chon Lam rong thu myuc Muyc D3 xo6a khi thoat.

Chii y:  Dé chon nhiéu thw gan nhau, hdy bamvao thw dau tién va cudi ciing trong danh séch trong khi nhdn

@it phim SHIFT. Dé chon nhiéu thir khéng gan nhau, nhan giit phim CIRL khibdm vao moi thu nuén chon.
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2.4.Tra 10 hoic Chuyén tiép mot Thu
Ban c6 thé tra 161 hay chuyén tiép mot thu theo nhiéu céch.

Chon thu trong danh sach thu hay mo thu. Sir dung cac phim tat trén ban phim

sau dé tra 10, tra 101 tat ca hay chuyén tiép thu:

Phim tat Mb ta
CTRL+R Tra i
CTRL+SHIFT+R Tra I5i t&t ca
CTRL+SHIFT +F Chuyén tiép

Ban ciing c6 thé bam vao cac nat Tra 101, Tra 1oi Tat cacd hodc Chuyén tiép

=Y

Ban ciing c6 thé bAm chudt phai vao mot thu trong danh sach thw, sau d6 bam

vao Tra 1oi 5, Tra 161 Tat ca =, hodc Chuyén tiép 5 tir menu.

i<k HBi ddp | (S§ HBi ddp Tatca | (3 Chuyén tip

Microsoft Outlook Test Message

Le Thuy
Pd gifi: 17 Théng Ndm 2014 10:30 CH
Pén: Le Thuy

This 15 an e-mail message sent automatically
by Microsoft Outlook while testing the
settings for your account.

Hinh 4: Hoi dap va chuyén tiép thw
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Pé hoi dap thu cho nguoi giri

Chon thu trong danh sach thu hay mo thu. Trén thanh cong cu, bam
vao Hoi dap . Khi bam vao Hbi dap, hop Pén da dugc dién dia chi

cua nguoi gui thu goc va tiéu dé s€ dugc sao chép tur thu goc.

No6i dung cta thu gbc duoc sao chép vao trong thu chuyén tiép.
Nhiap v kién cta ban vao trong hodc trén phan nodi dung thu gbc cua

nguol gui.

Pé hoi dap nguoi giri va tat ca nguoi nhan mt thw

Chon thu trong danh sach thu hay mo thu. Trén thanh cong cy, bam
vao Hoi dap Tat cachi. Khi bam vao Hoi dap Tat ca, hop Pén va Cce
dd duoc dién sin dia chi clia ngudi giri va tat ca ngudi nhan khac cta
thu gdc va tiéu dé s& duoc sao chép tir thu goc.

No6i dung cia thu gbc duoc sao chép vao trong thu chuyén tiép.
Nhip ndi dung tra 11 vao trong hodc trén phan ndi dung thu gbc cua

nguoi gui.

Pé chuyén tiép thu

Chon thu trong danh sach thu hay mo thu. Trén thanh cong cy, bam

vao Chuyén tiép .
Hinh nat Dén, hay nhap dia chi e-mail ban mudn chuyén tiép thur.

Tiéu dé s& duoc tu dong sao chép tir thu gde.

No6i dung cta thu gbc duoc sao chép vao trong thu chuyén tiép.
Nhip ndi dung tra 101 vao trong hodc trén phan ndi dung thu gbc cua

nguol gui.
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Pién dia chi cho mét thw tra 10i hay chuyén tiép

Khi ban bam vao Tra 1oi & hodc Hoi dap Tat caid, mau thu mdi s& mo
va chira cac tén twong ung trong cac hop Pén va Cc. Ban c6 thé thém
hay bo cac tén néu can. Khi chuyén tiép mot thu, ban s€ ty nhap tat ca
ngudi nhan. Pé biét thém thong tin vé& cach thém ngudi nhan vao thu,

xem Thém hay B6 Nguoi nhan.
2.5. P6i Mat khiu

Str dung trang nay dé cai lai mat khau truy cdp hom thu qua Outlook Web
Access.

Thuc hién chon nut Tuy chon (Options) phia trén bén phai cira $6 trinh duyét

dang xuat ’ Le Anh Tuan

&l 7im Ngucindo dé |Tuychon~ @ -

Tuy chon
D3t Tra 16i Ty déng...
Thay d6i Mét khau cda ban...

: 10 tac
Tao Quy tac Hop thu dén...

Xem T&t ca Tuy chon...

1:25 SA
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aﬁ;.luokWehApp Bang Xuat | Le Anh Tuan
Thir > Tuy chon Theciatsi @ -
Tai khoan g‘ e ﬁ _'Ij % 1?\\&: &

Sép xép E-mai The Lich Téngquat Mycddgdi  Ving Mitkhdu  SIMIVE

Nhém

Thiét dat Thay d6i Méat khau

Dién thoai Nhap mét khiu hién tai ctia ban, nhap mat khiu méi va nhép lai 4 xac nhdn

Chén hoéc Cho phép Sau khi lu, c6 thé ban cin nhdp lai tén nguét ding va mét khdu clia ban va déng nhép lai. Ban s& dugc

théng bao khi nao mat khau cda ban dwoc thay dai thanh céng

Mién\tén nguai ding:  HAIPHONGtuanle
Mat khéu hién tai |
Mét khéu mai:

Xéc nhan mét khdu méi

J Luu
Hinh 5: D6i mat khau hom thw
Dé thay d6i mat khau:
- Nhap mat khau cii cua ban.
- Nhép mat khau moi.
- Nhap lai mat khau m&i dé xac nhan.
- Bé&m vao Luu 4 dé luvu mat khdu méi cua ban.

Sau khi lru mat khau, c6 thé ban phai nhdp lai thong tin chimg nhan va ding
nhap lai. OWA s& hién thi mot thong bao sau khi mat khau duoc thay doi thanh

cong.
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CHUONG 2

SU DUNG AN TOAN HOM THU PIEN TU
CONG VU
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Trong thoi gian gan day, thu dién tir da trd thanh mot cong cu hitu hiéu trong
viéc trao d6i thong tin, gop phan quan trong vao nang cao hiéu qua cong viéc,
ning suat lao dong, giam thoi gian thuc hién va chi phi hoat dong. Tuy nhién thu

dién tur cling xuét hién nhiéu van dé lién quan dén an toan thong tin nhur:

Lo lot thong tin bi mat, nhay cam;

- Phat tan thu gia mao, c6 ndi dung hra dao hoac quang cao khong phu hop;
- Phat tan, lay lan mi doc, phan mém quang c4o trai phép v.v...

- Chiém quyen sir dung trai phép;

- Bi loi dung dé phuc vu cho muc dich xau.

Van dé trén di gay anh huong xau t6i viéc str dung thu dién tir trong hoat dong
quan 1y va trao doi thong tin. Huéng dan dudi ddy s& dua ra mot s6 nguyén tic
co ban ma ngudi sir dung hé thong thu dién tir trong co quan nha nuéc can cha ¥
dé sur dung an toan, hiéu qua hom thu dién tir dugc cép, tranh bi mat thong tin

hoac bi chiém quyén st dung, loi dung cho muc dich khac.
1. Nguyén tic chung sir dung thw dién tir an toan

Khi str dung hom thu dién tr cong vu do co quan nha nudc cap, nguoi st dung

can chu ¥ tuan thi day da nguyén tic co ban sau:

- Han ché ti da viéc truy cap hom thu dién tir bang may tinh khéng dam

bao an toan hoac mang may tinh khong an toan.

- Han ché ti da viéc str dung may tinh c4 nhan truy cép hom thu dién tir
cong vu thong qua mang Internet khong an toan nhu: truy cap mang
Internet thong qua diém truy cap khong day tai quan an, giai khat, khong

r0 ngudn goc v.v...
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Khong sir dung hom thu dién tir cong vu do co quan cap cho muc dich ca
nhan nhu: dang ky dich vu thuong mai, dich vu trao doi chia sé thong tin

ca nhan.

Khong dat ché do chuyén thu tu dong tir hom thu dién tir cong vu duoc

cap t6i hom thu khac khong phai do cac co quan nha nuéc cap.

Han ché sir dung tng dung duyét thu dién tir co sén trén cac thiét bi di
dong nhu Smart phone hodc may tinh bang dé truy cap vao hom thu dién

tir cong vu duoc cap.
Chu ¥ canh gidc voi nhitng thu dién tr c6 ndi dung, nguon goc kha.
Panh dau Spam ngay khi nhan dugc cac thu rac.

Khi nhan dugc thu dién t gui kém tép tin ma khong phat hién ra nghi
ngd thi thuc hién cac budc sau: 1) Tai tép tin vé 6 cing (tuyét ddi khong
m& hodc kich hoat tép tin ngay); 2) Ding phan mém diét ma doc quét,
kiém tra tép tin vira tai vé (néu can c6 thé lién lac lai voi ngudi giri thu dé
xac nhan tép tin da nhan duoc). Chi mé tép tin néu khong phat hién ra ma

doc; 3) Néu phat hién ra mi doc, tién hanh xoa tép tin do.

Khong giri, nhan tép tin thyc thi qua hé thong thu dién tir va han ché viéc

dung tép tin nén c6 ma hoda.

Khuyén khich st dung chir ky s6 dé ky xac nhan trén thu dién ti gui di va
kiém tra nguon goc thu dién tir khi tiép nhan bang chix ky sé néu thu d6

dd duogc ky bang chir ky s ctia nguoi gui.

Xoa thu khi khong con can thiét dé tranh bi mat mat thong tin.
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2. Hwong din dit va sir dung mat khau an toan

Nguoi stir dung can cha ¥ cac nguyén tic dit mat khau sau day dé han ché kha

ning 16 mat khau do bj doan nhan hoic tin cong vét can:

Mat khau kho doan (Mat khau can bao gom: chit hoa, chir thuong trong

bang chir cai, sb va cac ky tu dac biét).

Tu tao riéng quy tic dat mat khau sao cho vira dé nhé va bi mat. Khong

nén dung mot sb thong tin d& bi doan nhan dé dit mat khau.

Cé d6 dai tdi thiéu 8 ky tu va phu hop véi tinh chat bi mat cua tung loai
tai khoan khac nhau.

Khong sir dung cting mdt mat khau cho nhiéu tai khoan.

2.1. Str dung mat khau

Mot s6 chil y trong qua trinh sir dung mat khau an toan, han ché rai ro 1o mat

khau do phan mém ma doc, so xudt trong qué trinh st dung hoic tan cong vét

can:

Trudc khi nhap mat khau, chi y kiém tra va tat tit ca cac ché do cho phép

lru mat khau.

Can cha y thoat khoi tai khoan trudc khi két thue cong viéc hoic chuyén

giao may tinh cho nguoi khac st dung.
Han ché tiét 16, chia sé mat khau cho nguoi khac.

Dung tng dung ban phim 40 cua hé diéu hanh ding nhap (Dung chudt
bam chit cai trén ban phim 4o thay cho gd chir cai trén ban phim) dé tranh
cac phan mém keylogger trén cac may tinh khong an toan. Chi tiét c6 thé

xem phu luc kém theo.
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2.2.Quan Iy mat khiu an toan:

Céac nguyén tac quan Iy mat khau an toan:

Can nhac st dung phan mém hd tro quan Iy tai khoan dé dang nhap.

Khong lvu mat khau vao cac tap tin vin ban khong c6 bién phap bao vé

phu hop.
Thay d6i mat khau dinh ky, téi thiéu 6 thang mot lan.

Po6i v6i truong hop bi mat mat khau phai thay mat khau ngay va thong

béo cho quan trj hé théng.

Po6i voi truong hop nghi cong tac, quan tri hé thong phai x6a hoic khoa

tai khoan nguoi dung d6 khi khong c6 nhu cau st dung.

3. Thiét Iap méi trwong may tinh, hé di¢u hanh an toan.

Ngudi sir dung thuc hién theo nguyén tic sau dé dam bao an toan cho may tinh:

Lién tyc cap nhat ban va bao mat cho hé diéu hanh.

Céu hinh hé diéu hanh cho phép chi tai khoan ngudi dung dugc phép truy

cap thu muc luu trix tin nhin va tép tin cAu hinh.

Xo4 bo chiic nang cho phép thyc thi kich ban trén Windows néu khong

thuc su can thiét.

Hién thi day du phan ma rong cua tép tin dé khong kich hoat nham tap tin
thuc thi.

Chi cai dit va str dung phan mém ciing nhu hé diéu hanh c6 ban quyén.
Khong chay ung dung dudi quyén quan tri (Administrator).

Sir dung chirc nang ma hoa dir liéu dé phong truong hop bi danh cép.
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- Cai dat tng dung phét hién va diét ma doc, thuc hién kiém tra toan bo thu

dién tir va tép tin dinh kém ngay khi duoc tai vé.

- Cai dat tuong lira ca nhan dé ngan chin may tinh khoi cac truy cap khong

hop phap.
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4.

Thiét 1ap méi truwong trinh duyét an toan.

Trong phan nay giéi thiu mot s thiét lap an toan cho céc trinh duyét phd

bién hién nay.
4.1. Microsoft Internet Explorer:

Buoc 1: Truy cdp vao bang Internet Options (Tools -> Internet Options),

chon tab Security -> Custom level:

( T— - 5 ™
Internet Opticns uﬂ

i — -

General | Security |F‘ri".-'au::g,-I | Content | Connections I Programs | Ad'u'an::ed|

Select a zone to view or change security settings.

@ & v O

Internet Local intranet  Trusted sites  Restricted
sites

Internet

) ) ) Sites
q This zone is for Internet websites,

except those listed in trusted and
restricted zones.,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
- - Prompts before downloading potentially unsafe

content
- Unsigred ActiveX contrals will not be downloaded

Enable Protected Mode {Equiieu-mah'ﬁp&mternet Explorer)
pd

(L Custom level... l) Default level
Rl T g
Reset all zones to default level

Ok ] [ Cancel Apply

Hinh 6: Tay chon bao mat cho IE
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Buwdc 2. V6 hiéu hod ActiveX bang cdch lua chon Disable trong muc
"Allow previously unused ActiveX control to run without promt” va

"Allow Scriptlets":

Security Settings - Internet Zone g

Settings

|#| ActiveX controls and plug-ins “
|¢] Allow ActiveX Filtering
(7) Disable
i@ Enable R |
|¢| Allow previously unused ActiveX controls to run without prom
@ Disable
(7) Enable
|¢| Allow Scriptlets
@ Disable
() Enable

() Prompt

Hinh 7: V6 hiéu héa ActiveX

Buwoc 3. Kich hoat tinh nang filter XSS trong muc Enable XSS filter:

Security Settings - Internet Zone P——— Iﬁ

Settings

Cl

Disable -~
| Enable

nable ¥55 filter

| Disable

"

1
gt

[_'@7

Hinh 8: Kich hoat tinh nang XSS filter
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Budc 4. Nguoi sir dung cé thé kich hoat tinh nang chan Pop-up bdng cdch

tich vao 6 Enable trong muc Use Pop-up Blocker nhu sau:

|t

L] Llse Pop-up Blocker
(") Disable
@ Enable

Hinh 9: Bat tinh nang chan Pop-up

Buwdc 5. Tich vao "Prompt" trong muc “Active scripting" dé yéu cau hdi
khi chay cac kich ban dong:

Security Settings - Internet Zone. [ — E
Settings
& | Scripting
= Active scripting
) Disable
1 Enable
)

®

Hinh 10: Yéu cau IE héi khi chay script
4.2. Mozilla/Firefox:

Tuong tu nhu IE, d6i véi Firefox, nguoi ding ciing thiét 1ap mot sé tinh nang
bing céach truy cp vao Tools -> Options:

Buoc 1: Kich hoat tinh nang chan pop-up va vé hiéu hod viéc tai hinh anh
tw dong (tich vao 6 Block Pop-up window).

General

] ;-A g

’ =L, n b N o0
= I EYE
Tabs Content  Applications  Privacy  Security Sync Advanced
Block pop-up windows
| |
Hinh 11: Block pop-up windows
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Budc 2: Bé thiét 1dp luu mat khdu trén trinh duyét bang cdach bé ddu tich &

A

0 "Remember passwords for sites” ¢ tab Security:

o TIRTE W
= = Y- O "y I
J = _L‘I'-E. 8 et T?!—g? t_% @ uu_-,

General Tabs Content  Applications  Privacy  Security Sync Advanced

Warn me when sites try to install add-ons

Block reported attack sites
Block reported web forgeries

Passwords
[] Remermnber passwaords for sites Exceptions...
[] Use a master password Change Master Password...

Saved Passwords...

Hinh 12: Bé thiét lap Iwu mat khau
Buwoc 3: Nguoi diung can vao muc Firefox -> Add-ons dé cai dat hodc
qudn Iy add-ons. Thuc hién cai add-ons "NoScript" d@é ngan chan thuc thi

script ngam ma nguweoi dung khéng biét:

@ NoScript Security Suite 2.6.8.24 Sl e

The best security you can get in a web browser!Allow active content to run only from si...  More Install

Hinh 13: NoScript Security Suite add-ons

Buwdc 4: Cai add-ons Flashblock dé ngan chdan viéc chay ngam cac flash

hodc cdc quang cdo khéng mong muon:

@ Flashblock 1.5.17 16 Thang Tu 2013

Never be annoyed by a Flash animation again! Blocks Flash so it won't get in your way, .. More Install

Hinh 14: Flashblock add-ons
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4.3. Google Chrome:

Chrome ciing twong ty nhu Firefox, ngoai cac cu hinh thiét lap ta co thé cai

dat tién ich mo rong dé nang cao bao mat.
Truy cap link: "chrome://settings/content" dé cau hinh bao mat cho Chrome.

Céau hinh ngin chan viéc chay tu dong céac flash va bat pop-up & day (chon
Click to play dé yéu cau hoi mdi khi chay flash. Diéu nay giap nguoi dung
tranh khoi nhitng flash ngoai y mudn):

Plug-ins
Run automatically (recommended)
® Click to play

Elock all
Manage exceptions...

Disable individual plug-ins...

Pop-ups
Allow all sites to show pop-ups

® Do not allow any site to show pop-ups (recommended)

Manage exceptions...

Hinh 15: C4u hinh an toan cho trinh duyét Chrome
5. Xir Iy thw rac trén hé thong thw dién tir cong vu haiphong.gov.vn

E-mail ric c6 thé lam chim mang, nghén may chil e-mail va thuong xuyén lam
day hop thu véi cac thu va hinh anh khéng mong mudn. Outlook Web Access
gitip kiém soat cac thu khong mong mudn va khong can dén bang cach cho phép
tao va quan Iy danh sach nhitng dia chi e-mail va tén mién tin ciy va khong tin

cay.
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5.1. Chan E-Mail Rac trén Outlook Web Access.

Pé thiét lap chirc nang loc thu rac trong OWA chon nat Tity chon trén giao dién

OWA, giao dién tuy chon s¢€ hién ra nhu sau:

Outlook Web App Bang’xuat'| LeAnh Tuan
The 5 Tuy chon The ciatsi @ -
Téi khoan (@

Sép xép E-mail Chan hoac Cho phép

Nhom

Thiét dat Thiét dat E-Mail Rac

Dign thog ) Birng di chuyén ther vao thu muc Thu réc cia t5i

Chan hoac Cho phép @ Tu dong loc thu rac

Nguwéi gl va Ngwéd nhan An toan
Birng di chuyén e-mail tir nhitng nguéi givi hodc mién nay dén thu muc Thir rac cia tai.

Nhip ngudi giri hodc mién vao day 4

Tin tréng e-mail tir danh ba cda t6i
Nguwévi gi¥i bi Chan
Di chuyén e-mail tir nhitng nguai giri hoac mién nay vao thu muc Thw rac cta tai.

Hinh 16: Tuy chon thiét |ap loc thw rac trén OWA

Pirng di chuyén thw vao muc Thw rac ciia t8i Chon tiy chon nay dé tit chic
ning loc e-mail rac. Néu chon tiy chon ndy, ban s& khong thé kiém soat duoc
nhitng thu khong mong muén va khong duoc yéu cau. Tat chic ning loc e-mail

khong phai 1a phuong phap bao mat tot.

Tw dong loc e-mail rac Chon tiy chon nay dé bat chirc ning loc e-mail rac.
Sau khi ban chon tuy chon nay, Outlook Web Access s€ xur ly e-mail dén dua
trén danh sach nguoi giri va ngudi nhan. Sau khi Outlook Web Access phat hi¢n
mdt thong diép e-mail rac kha nghi, e-mail ndy s& duoc chuyén dén thu muc E-

mail Rac
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C6 2 loai danh sach dugc dung dé quan Iy thu rac:

iy

Chan hoac Cho phép

Thiét dat E-Mail Rac

Nguwéi giri va Nguwdéi nhan An todn
Birng di chuyén e-mail tir nhiing ngudi giri hoic mién nay dén thu muc Thir réc cia thi.

Nhép ngudi giri hodc mién vao diy ar

Tin trrdng e-mail tir danh ba cia t6i

Ngw&i givi bi Chan
Di chuyén e-mail tir nhitng ngui givi hodic mién nay vao thu mue The réc clia t6i.

Nhap ngurdi giri hodic mién vao day '

- Nguwoi giri va ngwoi nhan an toan: E-mail tir nhitng nguoi & danh sach
Nguoi guri va nguoi nhdn an toan s€ khong dugc xem la e-mail rac. Ban

c6 thé dua céac dia chi e-mail hay toan bd cac tén mién vao danh sach nay.
- Ngudi giri Bi chin: E-mail tir nhimg dia chi e-mail hay tén mién trong
Danh sach Ngwoi gui Bi chan s€ luon dugc xem la e-mail rac.Néu ban

thuc hién cac thay d6i ban bAm vao ¥ "U @8 Iuu lai nhimg cai dat mdi.
Bao thu rac khi nhan dwge thw rac:

Sau khi nhan dugc thu réc trong Hop thu dén-Inbox ban click chudt phai vao thu
d6 va chon nhu sau: Thw Rdc -> Thém Nguwoi Quii vao Danh sach Ngwoi giri bi

chgn
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| Emai’ - T

Bén: Le Anh Tuan

2 1 Cc  LleThuy
infog & Tré 151 Hai 11:25 SA © !
4 TralgiTatca
T ' '_ Tr 2 A
5 Bxpc 3 Chuyén tiép 0 TEMPALARM
Le THI Chuyén tiép dudi dang Tap tin dinh kém Mam 16/10 MHIET DO CAOQ1:30=26 C
>, . - MNHIET DO CAD2:30=26 C
i@ DS c/id  Panh diu |3 Chua doc
Phan Tu 15/10 Sensorl:30.6 C41 RH
Tao Quy tic.. Sensor2:30.4 C 43 RH
d x'” r =] -~ 2 L -\Im , - 3 - - -
Trund @ Thu rac ' Thém Ngudi gii vio Danh sach Ngudi gdi Bi chidn
S Guie % ¥os Thém Ngudi gt vao Danh sach Ngudi gl Tin cy
LeTHE B& qua Cubc héi thoai Thém Mign cla Ngudi gl.’ri' vao Danh sach Ngudi gl Tin cay
S Upd: a3 Chuyén dén Thu muc... o
Expe Hai 13/10
- Sao chép vao Thu muc..
Hal TuZ 85 Mg Théng bao G
i=1 Mail wn

Hinh 17: Bao chan thw rac

Tir thoi diém nay trd di, nhitng E-mail dugc gui tir dia chi d3 bi chin s& duoc tu
dong day vao thu muc Thw Rac (Junk E-Mail).

5.2. Chan E-Mail Rac trén Microsoft Outlook 2010.

Dé thiét lap chuc nang loc thu rac trong Microsoft Outlook 2010 chon tab Home

trén giao dién, chon nit Junk — Junk E-mail Options... nhu hinh sau:

Mew

&

> Favorites

= -
0]\ 9 |-
Home Send / Receive Folder View
j' - “algnore x % ;k _$ il“deeting
= Clean Up ~
MNew  Mew . Delete | Reply Reply Forward B pgre -
E-mail Items - | | & Junk ~ Al o

> Cutlook Data Newest
. Mever Block this Group or Mailing List
4 thuyle@haiph
-] Inbox
[= SentItem|Lgy Junk E-mail Options...
Ay e L TL %0 1 T I O I - I s T

Block Sender
Mewver Block Sender

Mever Block Sender's Domain (@ example.com)

Hinh 18: Thiét 1ap chirc nang loc thw rac trong MS Outlook 2010

Ngoai ra trong giao dién trén ban c6 thé x4c dinh duge cac chirc nang chan thu

rac, bo qua thu rac:
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Ignore: Chon IEnh nay s€ dua thu dang dugc chon va cac thu trong tuong

lai ctia nguoi gui nay vao thu myuc Deleted Item.

Block Sender: Chon Ignh nay s& dua nguoi gui trong thu dang dugc chon
vao danh sach bi chan. Tir thoi diém nay nhiing thu ctia ngudi nay sé& bi

chuyén vao thu muc Junk E-mail.
Never Block Sender: Nguoi gui trong thu dugc chon s€ khong bi block.

Never Block Sender’s Domain: Nhitng nguoi gui tr domain trong thu

duogc chon s€ khong bi block.

Not Junk: Trong thu muc thu rac néu ban phat hién 1 thu ndo d6 khong
phai 1a thu rac nhung bi Outlook hiéu nham. Ban sé& chon thu vao chon Iénh

Not Junk dé bao riang day khong phai thu rac.

TRUNG TAM THONG TIN — TIN HOC, VAN PHONG UBND THANH PHO HAI PHONG



Tai liéu hwdng dan stir dung thw dién tlr cdng vu thanh phd Hai Phong

34

PHU LUC
CAI DAT THU PIEN TU CONG VU

TREN EMAIL CLIENT
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1. Cai dat trén Microsoft Outlook 2010:

Mo phan mém Microsoft Outlook 2010

Trong lan dau tién str dung MS Outlook ban phai khai béo tai khoan thur
dién tur bang cach chon tab File — chon Add Account nhu hinh sau:

i

File Home

S5end / Receive Folder

Inbox - Outlook Data File -

View

Account Information

Mo account available. Add an e-mail account to enable additional features,

Info Ve 5 Add Account

Open

Print aLLl
Account

Help Settings ~

] Options

[ Exit

3

Cleanup
Tools -

Account Settings
Maodify settings for this account and configure additional connections.

Mailbox Cleanup

Manage the size of your mailbox by emptying Deleted Items and
archiving.

Trong Microsoft Outlook 2010 ban c6 thé cai dat va st dung nhiéu tai khoan E-

mail dé st dung ddng thoi trén mot giao dién nhat quan. Tao su tién lgi cho viéc

str dung cac hom thu dugc cung cap boi nhiéu Hang khac nhau.
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Ché do Auto Account Setup (ngudi ding duoc khuyén khich nén ding ché d6 nay)

Dién thong tin nhu sau roi nhan Next

Add New Account

Auto Account Setup
Click Mext to connect to the mail server and automatically configure your account settings.

(®) E-mail Account
‘Your Name: Tén nguri ding
Example: Ellen Adams

E-mail Address: user @haiphong.gov.vn

Example: ellen@contoso.com
Password: | meessssss
Retype Password: | === 4
Type the password your Internet service provider has given you.

(") Text Messaging (SMS)

() Manually configure server settings or additional server types

Outlook s& tw dong cdu hinh nhw hinh sau:

Add Account

Searching for your mail server settings...

Configuring

Qutlook is completing the setup for your account. This might take several minutes.
«"  Establishing network connection

«"  Searching for _@haiphong.gov.\rn settings

+"  Logging on to the mail server

Congratulations! Your email account was successfully configured and is ready to use,

[l change account settings Add another account...

< Back Cancel

Cau hinh ty dong da xong, xuat hién chir Conragurations! nhu hinh sau.
An Finish dé hoan thanh.

TRUNG TAM THONG TIN — TIN HOC, VAN PHONG UBND THANH PHO HAI PHONG



Tai liéu hwéng dan st dung thw dién t& cong vu thanh phd Hai Phong

37

Add New Account

Congratulations!

Configuring

Configuring e-mail server settings. This might take several minutes:
+  Establish network connection

+  Search fnr‘haiphnng.gmr.vn server settings
+ Logon to server

‘Your e-mail account is successfully configured.

[IManually configure server settings Add another account. ..

| Fnsh || canel |
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Nhiing kién thize co bin khi ditng Microsoft Outlook

Bicu tuong va chirc nang cua chung.

- 3dNew ~ | NewMsg - Categories  |© showworkweek | Work Week
= Print (9] Address Book |C Showfull week |  Full Week
3 “}?;g;ﬂ | i New ~ New Appt Month || Monthly View
)( Delete ﬂ Scﬁgu?es ' 8 New ~ New Contact
& Reph Reply 10 Today GotoToday | | New ~ New Task
4 Feplyto Al | Reply to All Day Daily View | | New ~ New Note
i Forward Forward Week Week View

Mot s6 phim tit va cong dung.

Press To

Ctri+Shift+I Switch to Inbox.

Ctr+Shift+0 Switch to Outbox.

Alt+Enter Display message properties
Ctri+A Mark All

Ctr+Shift-B Open Address Book

Ctri+C Copy selected text

Ctri+D Delete selected message
Ctri+E Opens People Search Dialog
Ctr+F Forward to selected message
Ctri+Shift+F Open Message Search Dialog
Ctr+G Follow-up to newsgroups
Ct+N Create new message

Ctr+P Pnnt selected messages

Ctrl+R Reply to the author of selected message
Ctri+Shift+R Reply to author and all recipients of selected message.
Ctri+U Display next unread message
Ctrl+< Display previous message
Ctri+=> Display next message

Ctr+F2 Open message body in Notepad
Ctri+F3 Display message source code
Esc Close window
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2. Cai dat trén Thunderbird

Trén giao di¢n Home cua Thunderbird chon Email nhu sau:

S

Pwrite B Chat .AddrﬂsBookl ® Tag @ Quick Filter Search... <Ctri+K>

Thunderbird

Accounts

(= Create a new account:

Email ) Chat "/ Newsgroups [ Feeds

s free and open source software from the non-profit Mozilla Foundation.

Tai cira 6 Mail Account Setup hién ra, dién thong tin can thiét nhu hinh sau

rdi 4n Continue

Mail Account Setup

Your name: |Tér1 ngudi ding | Your name, as shown to others

Email address: |user@haiphong.g0\r.vn |

Password: |uuu| |

Remember password

Get a new account | Continue | | Cancel
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Cho Thunderbird tu dong do tim cu hinh.

Mail Account Setup

Your pame: |Tén ngudi ding | Your name, as shown to others

Email address: |user@haiphong.gov.\rn |

Password: | sesssssns |

Remember password

Looking up configuration: Trying common server names (@)

Get a new account | | Manual config | | Stop Continue
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3. Cai dit trén hé diéu hanh Android.

a. M¢ ung dung Email mac dinh ctia may.

TRT all 7 Tue 15:31

Select email provider

Microsoft Exchange

Other

Hinh 19: M& rng dung Email
mac dinh

Néu ban chua cai dit tai khoan mail nao thi chon Microsoft Exchange, néu ban
dd co tai khoan email thi chon Menu — Settings — Add account rdi chon nhu

trén.

Chii y: Do phién ban hé diéu hanh trén cac dong may c6 thé khac nhau nén hinh
anh hién thi co thé khong nhu trén hinh. Nguoi str dung can doc k§ hudng dan
va cac muc chua y.

b. Dién dia chi email va mat khau ctia ngudi dung rdi chon Next.

alll 7% Tue 15:33

Microsoft Exchange

Email address
() 'h2iphong.gov.vn

Password

| Show password

‘ Manual setup ‘ Next

Hinh 20: Nhap dia chiemail
va mat khau
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c. Pién dia chi Exchange Server (dia chi may chu) va dia chi domain (tén
mién) nhu da dua & trén rdi chon Next.

TPT alll 7€ Tue 15:49

Server settings

Server address

mai I.haiphong.gov.vn

Domain

haiphong.gov.vn ‘
Username

Password

| Show password

Use secure connection (SSL) |

Client certificate

None Add
Back Next

Hinh 21: Dién dia chi
Exchange Server

Chu y: Bé chon muc User secure connection (SSL)
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d. Cho phép Activate (kich hoat) tai khoan.

TPT il Tue 15:50

% Activate phone administrator?

@ Email

The server for
leanhtuan87@haiphong.gov.vn requires
that you allow it to remotely control some
security features of your phone.

Activating this administrator will allow the app
Email to perform the following operations:

Erase all data
Erase the phone's data without warning,
by performing a factory data reset

Change the screen-unlock

password
Change the screen-unlock password

Set password rules
Control the length and the characters
allowed in screen-unlock passwords

Monitor screen-unlock attempts
Monitor the number of incorrect
passwords typed. when unlocking the
screen, and lock the phone or erase all the
phone's data if too many incorrect

Activate ‘

‘ Cancel

Hinh 22: Kich hoat tai khoan

e. Sau khi qua trinh x4c nhén tai khoan hoan tat, danh d4u vao 6 tuong ung Voi
nhimg tinh ndng ban muén sir dung rdi Next.

TPT alll 22 Wed 09:26

Account settings

Select items to sync.

Sync Email [V]
Sync Contacts =
Sync Calendar -
Update schedule

Push

Days to sync email
1 day

Back Next

Hinh 23: Chon tinh nang
Push: chtic ning nhan mail ngay khi c6 mail dén.
Days to sync email: so ngay email trén dién thoai duoc dong bo voi
Server.
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f. Tai man hinh hién thi tiép theo, ngudi sir dung phai cung cap tén tai khoan
va tén hién thi (& Xuat hién trén nhimg email duoc gui di).

™T alll € wed 09:30

Setup completed

Your account is set up and ready to use.

Account name

Microsoft Exchange ‘

Your name

Nguyén Van AI

Set as default account

Add account Done

Hinh 24: Dién tén nguwoi st
dung

An Done dé hoan thanh va st dung.
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4. Cai dit trén hé diéu hanh iPhone.

a. Vao Setting (cai dat), chon Mail, Contact, Calendar (Mail, Danh ba, Lich),
chon Add account (thém tai khoan)

000 Viettel T 10:15 AM - «ill VN MOBI... 3G 16:35

£ Cai dit Mail, Danh ba, Lich

) , Tai khoan

TAI KHOAN

iCloud EXChAD >

Danh ba, Lich, Safari va 4 muc khéc... it A

Thém Tai khoan Thém Tai khoan... >
Tim nap Dir liéu Mé&i Push >

Tim nap Dir liéu M&i Tét
Mail

MAIL

Hién thj 50 Thu Gan day nhit >
Xem truéc 2 Dong
Xem truéc 2Dong >
Hién thi Nhan Dé&n/CC
Hién thi Nhan Dén/cC () O

Kiéu Co&r Mau =

Hoi Trurdre khi X & o

Hinh 1: Vao cai dat Mail

b. Chon Microsoft Exchange.

< Maﬂ... .Thém ;I"ai khoan

A iCloud @ iCloud

: Microsoft:
@8 Exchange Exchange

Google

Google 1008
YAHOO! YAHOO!

Aol Aol.
- Microsoft: -
ﬂi Outlook.com =< Hotmail.

Hinh 2: Chon Microsoft Exchange
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c. Pién dia chi email va mat khau roi Next (Tiép).

nauvenvanb@haiphona.aov

seeee Victtel T 10:16 AM
Hay Exchange
Email
Mat khau
Mb ta Exchange

000000 ORIOOIOIOOIS

- «ill VN MOBI.

Tiép

Email

Mo ta

Matkhdu eeeeee

.. 3G 16:38

tendangnhap@haiphong....

haiphong.gov.vn

Hinh 3: Pién tai khoan email va mat khau

Vd: nguyenvanb@haiphong.gov.vn

d. Pién cac thong tin nhu hinh dudi rdi chon Save (Luu) hoac Done (xong).

eee00 Viettel T

Hay

Email

May chu

Mign
Tén ngudi

Mat khau

Mé ta

10:18 AM

Exchange

nguyenvanb@haiphong.gov.

mail.haiphong.gov.vn

haiphong.gov.vn v

dung nguyenvanb

0000 OOOIOIOOIOOTS v

Exchange

- w1 VN MOBI...

' Hﬁy

Email

May chu

Mién

Mat khau

M6 ta

Tén ngudi ding

Sir dung SSL l ax

3G 16:42

i0al

nguyenvanb@haiphong.gov.

mail.haiphong.gov.vn

haiphong
nguyenvan

Exchange

Hinh 4: Dién cac théng tin tai khoan

Chii v: hinh bén phai SSL dang & ché d6 bat, ching ta phai tat ché do nay

di.
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Trong truong hop hién ra canh bao sau, chiing ta hiy chon tiép tuc.

Khong thé Xac minh Nhan
dang May chu
Exchange khong thé xac minh nhan
dang ctia “mail. haiphong.gov.vn”.
Ban van mudn tiép tuc?

I Hay L

Chi tiet

Tiép tuc

Hinh 5: Chon tiép tuc

e. Sau khi d x4c minh xong may chu, ching ta c¢6 thé chon cac muc chung ta
muon iPhone dong bo vai tai khoan email va Save (Luu) dé hoan thanh.

ese00 Viettel 7 10:18 AM - [t = 7/5-10:14 - 55MB o =

- Pang thém Tai khoan

Mail ) |
0 va © =l
A% Danh ba ) o ‘
Danh b - -
2 anh ba 0 T Lich 1./_7‘ o)) ‘
= Lich -
c «© Léi nhic @ o |
L nhdc O :

Hinh 6: Lwu

Hoan thanh viéc céu hinh.
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Doi Véi cac truong hop khong co tily chon tat SSL khi cau hinh & muc d. Sau
khi cai dat xong, ching ta vao lai Setting (Cai dat), chon “Mail, Contact,
Calendar” r6i 1am theo hinh duéi (chon cac ving khoanh xung quanh) dé tit
SSL.

secc Viettel & 10:20 AM - sseec Viotiel & 10:20 AM -
< Cai dat Mail, Danh ba, Lich < Mail... Exchange
TAI KHOAN EXCHANGE
iCloud Tai khoan[mr_;uuen- @hai ]
Danh ba, Lich, Safari va 4 myc khac
Exchange
Mail, Danh ba, Lich, L&i nhac ﬂ Mail L/'
Thém Tai khoan N
| Danhba [ )
T Lieh ()
Tim nap Dir lisu Mi Tat L/
Lé&i nhac [ )
MAIL
Xem trudc 2 Dong S8 Ngay bang bo Mail 1 Tuan
Hién thi Nhan D&n/CC
Bwéc 1: Chon Exchange trong muc Bwéc 2: Chon phan hién thi tén tai khoan mail
Mail
seeeo Vigttel = 10:20 AM L1} sssec Vigttal T 10:20 AM LU
Hay Tai khoan Xong ( Tai khoan Cai dat Nang cao
May cht  mail.haiphong.gov.vn
St dung SSL
Mign haiphong.gov.vn DI CHUYEN THU BA HUY VAO!
Tén ngudi diing nguyendachoang Hép thu Da xda v
Matkhdu eeseesssscscsss Luu trir Hop thur
N S/MIME
Mo ta Exchange
S/MIME
Bwéc 3: Chon cai dat ndng Bwé&c 4: Tat muc "Sir dung SSL" nhw
cao trong hinh

Moi thong tin can giai dap lién quan, xin lién hé:
Trung tdm Thong tin - Tin hoc, Van phong Uy ban nhan dan thanh phé Hai Phong
DT: 080.31252 / 0313.747.262

Email: admin@haiphong.gov.vn / hpnet@haiphong.gov.vn
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